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01 | The latent threat to global business

Whether they are caused by human error, system glitches, or malicious

criminal acts, data breaches are among the gravest and most expensive
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conducted by the Ponemon Institute found that the average cost

worldwide of a data breach in the preceding 12 months was $3.92 million.
Organizations affected by a breach also run the risk of having their normal

business operations disrupted, as well as losing valuable data, customers

and reputation within their industry.
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(WEF) 2020 Global Risks Report rated cyberattacks as one of the top risks

to human welfare. 75% of those surveyed by the WEF saidekegct the

risk of theft of data or money from cyberattacks to increase, while 76.1%

also saw an increased risk of disruption of operations and infrastructure.

IT organizations require a systematic approach to security today to meet

the new challenges posed by pervasive security threats. Leading

enterprises are adopting innovative storage technologies such as
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physical air gap methods to thwart threats and deliver on their business

expectations. The key to executing on such approaches lies in successful

risk management.



Timeline of a security breach

During the lifecycle of a security breach, several critical events  [aUG el ACIR-R=10101 TR )

happen. The first event is the point when a breach occurs. The Credentials Encrypted Twitter Insider? Response
Ictmy ebsite

Stolen Communication Sentiment Falls

second is when data has been taken or destroyed. The third is ehishing S Law Update C-Lovel | Vaiidate Attred Loga

Enforcement X ' x =
Stolen Calls CEO Executives Financial Reports Deposition

when the breach is discovered (either by external or internal s
parties). And the fourth is when the breach is made pubilic.
When it comes to incident response, each of these points in
0KS GAYSEAYS IINB O2fft2ldaAlffe

Although the news media often focuses on the event itself,

breaches often span many months. Before the breach is
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this time, cyber thieves are taking credentials, gaining deeper Remate Access Firs Puli Stock Price Forensic Bosrd of Directors

access, stealing data to be monetized, targeting key intellectual

property, or preparing a destructive attack. Everything to the

GNR3IKO 2F o622Ye Aa [ 02dzi NBaLk pying a boom event, organizatiohave the opportunity taespond well,

that a security breach is now known. fumble or completely lose control of their response. They require a systematic
approach to security today to meet the new challenges posed by pervasive
security threats. Leading enterprises are adopting innovative storage
technologies such as Safeguarded Copy, Pervasive Encryption or Air Gap data
protection.
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02 | Cybersecurity and risk management

Cyber Security VS Cyber Resilienay ideal environment should be o Discover classify, and encrypt sensitive data and identify database

. | misconfigurations.
both cyber secure and Cyber resilient. You want both! o Investin technologies that help improve the ability to rapidly detect and contain a

data breach.

o Security:d [ 20] GKS R22NAH t NBJSyd AYyUiNHRSNBEHE Invest in governance, risk management and compliance programs. o

o PreventiorY L{Qa Fo2dzi GNBEAY3I G2 168 GKS o6FR I cpm.a.m@ecoa]gm.tygfﬁ aRdellly Sryfildimiidsy YSY 0 Ay GKS TAN
place.
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0 Recoverypnce the bad actors are in, does the organization have the means to recover

quickly and continue business operations procedural approach should be employed to understand what data

and system assets you have, what their value is, and what risks

Thereare already several methods available for organizations to apply to them. Adopting the principles of risk management to.
protect themselves from disruption or to help minimize their costs. The profile the current and desired security state of your organization
Ponemon Institute suggests the following steps to help minimize enables you to consider a range of possible tiers of implementation.

financial consequences of a data breach:

o Have an incident response team and put incident response plans to the test. A strong framework is critical for assessing and implementing cyber
o Implement programs that preserve customer trust to help reduce the unexpected loss resilience strategies
of customers following a data breach.
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03 | The foundation for the IBM cyber
resilience lifecycle

In2018,the National Institute of Standards and Technology (Npablished

the Framework for Improving Critical Infrastructure Cybersecurity. The
framework features three parts: Framework Core, Framework

Implementation Tiers, and Framework Profifes.

Within the Framework Core, a series of cybersecurity functions exist. Every
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already:

o lIdentify: Foster an organizational understanding of the risks cybersecurity threats posed to
systems, people, assets, data and capabilities.

Protect Ensure delivery of critical services with appropriate safeguards.

Detect Identify a cybersecurity event as it occurs.

RespondTake actioron a cybersecurity incident.

Recover Restore any capabilities or services impaired by a cybersecurity incident.
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Recover

Working together, these functions provide greater visibility into an
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understanding, the organization can zero in on appropriate storage

ﬂ solutions.

Detect

Respond


https://www.nist.gov/

04 | The role of storage infrastructure
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specifically, there are four key capabilities that deliver across block, file,
object, tape, softwaredefined storage, and cloud:

operations. In addition to providing containers where data goes
when not in main memory, the system storage layer has
traditionally provided protection functions that help
organizations recover from unusual events. Over time, the range
of these functions has grown:

o Backup From the 1960s on, storage has allowed application users to save a
version of data on separate media to protect it from accidental deletion,
corruption, or primary device failure.

o High availability For roughly two decades, storage has provided designs to
create multipath access, mukserver access, and duplication of online copies
of data within a machine room.

o Disaster recoverySince the late 1990s, storage has provided designs to create
replicated copies of active data at distances sufficient to protect from power
outages or natural disasters.

o Fast online data recoveryBeginning in the 2010s, storage has provided
protected snapshot copies of data for rapid recovery from accidental deletion
or data corruption.

In each of these cases, the new function was introduced in
storage systems, management software and operational
processes to address the specifics of the risk
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Isolationis the degree of separation of snapshot or backup data from the rest of the
network. Isolation can be achieved though logical means by utilizing safeguarded
copies, cloud object storage, or through a physical air gap.

Immutability, or tamperproof storage, prevents any attacker, external or internal,
from changing or deleting data.

Performanceis an important capability of the cyber resilience framework. How fast
can your organization recover from a cyberattack? While tape excels at isolation and
immutability of your backup data, it can take several hours for recovery.

Ease of reusgeor the ease of access to your backup data, is important for testing
recovery procedures, validating backups, and restoring data into a sandbox
environment to find a valid recovery point in the event of a ransomware incident.




The threat of logical data corruption (LDC) through a cyberattack
specifically a ransomware or wiper attackpresents a new set of
protection considerations. To provide the needed level of
resilience, solution providers can borrow some of the storage tools
already in place for backup and disaster recovery, but some new
storage functions are also needed to address the new threats. A
mechanism is needed that combines storage functions and
operational processes to preserve current recovery copies of data
T even in the face of a sophisticated malware attack. Once the
attack has been detected and a response mounted, these
preserved copies can be used to restart applications and resume
normal service.

IBM® Safeguarded Copy prevents data from being modified or
deleted due to user errors, malicious destruction, malware, or
ransomware attacks with immutable po#m-time copies of
production data and dual control security.

The IBM RedPapBf DS8000® Safequarded Cidsntifies three
new capabilities needed to create preserved copies:

o Granularity: Organizations must be able to create multiple protection copies in
order to minimize data loss in case of a corruption incident.

o Isolation: The protection copies must be isolated from the active production data
so that they cannot be corrupted by a compromised host system.
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o Immutability: The copies must be protected against unauthorizehipulation.

In Five Key Technologies for Enabling a CRRasilience Framework, IDC
added two additional considerations: automation and orchestration, and
regulatory reporting and assurancégVhile not unique to LDC attack
resilience, they are good for a best practice list.



